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KangasANUUUAYUasaneIEusn Red Team dugw (Advanced Offensive Security Red Team) lukangasiBuanauviiunswouua
Aay=A1sUfuavudiu Offensive Security ua: Red Teaming lus=duavns §iSaua:ldseusismshudalelku inadamsiidvs:uu
msons:dUaNs msinaaudnemelutdatne (Lateral Movement) msdven Persistence ua:nskauldagomsasidiu s;UAVANURUE
rmiuamumsaisnaavlnalAgvikamsaiasuluavdns (Enterprise Attack Simulation)

héﬂqnsﬁnsaunquﬁ\) Red Team Methodology (Recon - Weaponization - Delivery - Exploitation - Privilege Escalation
- Pivoting - Exfiltration) wsaumsus:gadaiunsau MITRE ATT&CK Framework sur:dissSuuuamu Cybersecurity fdavais
gas:aullud@erviydu Offensive Security

&; JaauUs:avAvavkanaas

1.Waweuunriny: Red Team w@vantkauisauguamulbudshasvuuuiioodw
2.WatasuanuibIAgIAUInAdAMshuddugoRtsiulanasy
3.WalkZouausn3tas1zKiavikiua:idunvmshudius:uuavAnsidnsuivas

4. walkiinsumsilnaiisadariisieniu Red Team Exercise wiandialauauu=oUiuald
5.1Watasnaswmavaudiu Cybersecurity tkasvAuaudavmsyavus:ing

&) wanlasuornanmistnilnausu

e Jaxwawisalunmsdiduviu Red Team Exercise ASUIVDS

e ilainatdnmshuddugvius=uavAns Wu AD Attack, C2, Credential Harvesting
o FWIsadIAS1KaUs:TUAMUIEEY (Risk & Impact) vavdavlk3ldagwiug

o awisaUszgadaNusiiiadlukLirovusSUagAnALTGIEY

e ldsuus:mnAlgvasuazansasuuiasgiuaina Cybersecurity wiauadaugou

&) sUuuumsinoausu

e dusulu On-site

®  MISADULUUUSSEYSIVAUMSHAURUGISY (Hands-on Lab) ludasnii 70%

e 1fs:uu Virtual Lab As1aavlasvadowugiuvavavAns

e Hdnmuaniunsai’iaavasy wu Initial Access, Lateral Movement, Privilege Escalation
e {uuunadau Pre-Test wa: Post-Test tWoUs:lTUNAWIUIATS
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e Red Team /Blue Team / SOC Analyst

e Security Engineer / Network Engineer

e Penetration Tester

e System Administrator / DevSecOps

e unanshlikihAquanNuuAvUasaelsasiuavAns
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&) AtuauUGUavisguLa:ANNSTUNUB UNHIWSUMsHadavid

e DWugiudiu IT Security k3o Penetration Testing

e las:uuinSatiga:lnsvasiv Active Directory

e Jwisalivmu Linux ua: Windows Tatus:auujudns

e 1ldiAsaviaWuzu WU Nmap, Burp Suite, Metasploit
o wdksugrimuang Cybersecurity aguad

&) Judugwsumsilnausy

e FudpuiSuUMsausy 30 Au/su
e dTUMSAVKUQ 6 SU
e soufisounvkua 180 AU

&) 1ASavida auasal sawduarskannislunisilnausu

e Kali Linux / Parrot OS

e Metasploit Framework

e Cobalt Strike (kSatfguini)

e BloodHound / Neo4j

e Empire / Covenant

e Burp Suite

e Wireshark

e SQLMap / OWASP ZAP

e Active Directory Attack Tools
e s:=uu Virtual Lab (Cyber Range)

&) mavn:tiguua:ansus:lovu

Wunsrulasvmsa:lasumsausu lagluidamisnstumsavn:idou laamisnedavaanlasumsatvauumeldviasamisasiv
upaasiau:guaksuaaakassugalkl vl Aiisoulasvmsa:lasuansus:lovtinasas:e:axmsausuy dvdaluil

e 91IK1SIW DIKISAAWIU

* PAaISHndUSY

e szyulfuans Workshop

e ansaou IT Specialist: Cyber Security (w3auaaudau 1 ASH)
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Module 1: Red Team Planning & Methodology Module 5: Post-Exploitation & Persistence
e wdAa Offensive Security e Command & Control (C2) Frameworks
e Red Team vs PenTest e Data Exfiltration Techniques
e MITRE ATT&CK / PTES / Kill Chain e Persistence Mechanisms
e Rules of Engagement ua: Scoping e Anti-Forensics
Module 2: Reconnaissance & Initial Access Module 6: Advanced Web Application Hacking
e OSINT / Passive Recon / Active Recon e Authentication Bypass
e Exploit Web / Server / Application e Server Misconfiguration Attack
e Credential Harvesting Techniques e API Attack

e OWASP Top 10 (Advance Level)
Module 3: Privilege Escalation

e Windows Privilege Escalation Module 7: Reporting & Debriefing
e Linux Privilege Escalation e MSWYUSIYMULUUTDTW
e Token Manipulation / UAC Bypass e MsIas:AUANUIFDY

e Executive Summary
Module 4: Lateral Movement & Pivoting e msuauawa Red Team Exercise
e Pass-the-Hash / Pass-the-Ticket
e Kerberoasting / AS-REP Roasting
e VLAN Pivoting / Network Traversal

&) ineurims3anauazinaurinisdrSamisiaw

1) msnadaunauuazkavmsilnausu (Pre-Test / Post-Test) tio3amswasuinn u$

2) misus:tiuwanamisiuuuilakaldvdfua (Hands-on Lab / Workshop / Scenario Exercise)

3) msUs:Liiuwavau Mini Project k3o Final Exercise d1u Incident Response / SOC Operation

4) \naurimsWiudUsy:

o [dn:lluusou (nquf + UfUa) liteanin 70%

o hsHumsilnausulitiosnnsasa: 80 yav1DADUSURVKLQ

e dowaviu/uuuilakansudoumuRfikuQ
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e Us:maliguaosmswiunisilnausukdngasnnuluavlasansidosu Blue Team dugo

o dnsasumasyuainadiu Cybersecurity (cwilasvasiikua) wsouansaoudou 1 ASH

e pnasuUsznauAISHADUSU ﬁ\)IU§Uuuu1&iuua:IWa'd§ﬁa soudivaaEw Playbook, Use Case, Detection Rules ta: Template s1gv1u
o ansiinsunauindatheguiuaviu Blue Team / SOC (Community) iWeuanadsudayathoaisua: Threat Intelligence lus::61)

msuskislasvais

usen aslai MAa thaus:auvulasvas
1023 amsiSulaaasnu du 8 n.ws:swaw ugMAas Uss1Sug
LLUILYALUUNS LWOgIUUIIN ASOINWIKIUAS Insfwn: 087-444-5526
Ins 02 6103099 | www.arit.co.th dwa: sastran@ar.co.th
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