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KangasaAduluAvUaaaAs1Gusu Blue Team dugv (Advanced Defensive Security Blue Team) iukangasigvandumsiovAu asiodu
3ms1 K la=aauauavikamsaidiuanuluavlasafelswasius:auavdas lagyotbulidinsumsilnausuainsamusiiniluiinlevau (Blue Team) ua:
Aug jufuamsauluAvUasans (Security Operation Center: SOC) Ioam\)uaaww

iokkdnansnsaunausaUMSUSKISIaMSIKamsaiduaNUuAYUaaanelsluas (Cyber Security Incident Management) suuiasgiuaina
wu NIST SP 800-61, ISO/IEC 27035 uaztiuaniv SANS PICERL saugivmsufuaviuasuiu SOC c?\)ucimsms:i\)ﬁmﬂmu A1S3lAS1K Log 7
lKavdayakankane mstiiaseviia SIEM/EDR/NDR/XDR msi Threat Hunting ua:msi Digital Forensics us:quwugufivs:auUfuaaisasy

gunsunsilnausuazlaisausmnnsaifiny (Case Study) ua:Aaufuaasw (Hands-on Lab) Wiuaaiunisaisnasw (Scenario-based Exercise)
wu Ransomware Incident, Phishing Campaign, Brute-force Attack, Insider Threat ua: Advanced Persistent Threat (APT) tWalk
wsantinnuslutluavAnsasvlanun

& SaqUs:avAuavkanaas

1.WoWauuTAL:uavyAMASAIUASIENS:ID 0599V TIAS1K LlazaauauavikamsaiduANuuAUaa0AeTsWasTuS:AUavAns

2.1alkRhsumMsiinau suawsadilduviumuvas Incident Response Lifecycle ldaghoilus:uu doud Preparation, Detection, Containment, Eradication,
Recovery ua: Post-Incident Activity

3.1v"vala§um1ua1u15ﬂiumsUﬂu‘ﬁmuiuqua’UﬂUﬁmsnnuﬁun\)Uaaoﬁﬂ (SOC) fvluunun Tier 1, Tier 2, Tier 3 ua: Incident Responder
4.ialAfiSouansasanuuu 101w a:usuuso Use Case, Detection Rules, Playbooks ua:uiasmsasuauavisamsailkaaandavaudsanmuais s

5.Wpg ns:auavauduANuiuAvUasanelswasavsy (Blue Team) thaaandavAundudovmsuavkligmumAsta:mAteALU

& wanlasumamsiinousu

o Funsumsilnausuamsausmsdamsikamsaidiuanuiuavlasofslswasidogwilus:uu doudmsasidu msuduikamsal msaduAuANULEEKIE Msimdane
AAMU auBvmsiluys:uu

o a@nsaldvulA3aviad Ayl SOC wu SIEM, EDR, NDR/XDR, Threat Intelligence Platform ua:indaviio3iasizk Log dw « ldagwobus:ansmw

e nay:msi Threat Hunting [Bvsn ansaAukIWwIuanisyasa (Indicators of Compromise / Indicators of Attack) wa:wganssuaaunatus:uula

o ansaiasiRkgmsaitasamsiemudiuanubuavlasanenvidoinaia (Technical Report) wa:viuskis (Executive Summary) [daghwimasgu

avAnsRdvyna1AsisuMsilAaUsUaziTanwasalumsiihs:Iva:aauauavikgmsaiduanuluavlasafslswasiiu aannuidevuanans:nuanAgnanIulaag o

WWususssu

& sUuuunsilnousu

1) syuwvumsinausu: Anausuiuu On-site

2) szg:13a1: SOU 53U duazuszuaau 6 §aluv (sou 30 Faluv)

3) syuuumsisgus

e USSENELTLNGUAWAUNAIUTIDEIISY (Case Study)

o daujuaasvlukavUfuanis (Hands-on Lab) wius:uusiasaw SOC / Incident Response Lab
o msri Workshop wuuadumaamunisaiznaav (Scenario-based Exercise)

o msuanlaguus:aunsais:kVRLTISIVIAINNSHITEINIRY
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& aduithsungdinsumsilaousu

. lﬁmmr‘iiuqudUﬁU msaNuluAvUasane (Security Operation Center: SOC) wu SOC Analyst Tier 1-3, Incident Responder, Threat
Hunter

o JupuavudumsusSKIssamsikamsaidiunnuluavlasanslsiuas (Cyber Security Incident Management / CERT / CSIRT)

* @quas:uunauWiLlasLILa:lA3aUNY (System Administrator, Network Administrator)

e ynawnsau Security Engineer / Security Analyst / IT Risk / IT Audit r‘ic‘la\)lf‘iaJﬁa\)ﬁumsﬁomsmqmsm’mummu“'um)Uaaon“a

* UAAIASYDLKUDIMUANIASY ST3a1KAD Llazlonyu AUk ASUAQBaUdUANUITUAYUADAAYANSAULNAUDVAVAAS

@ AIAVUGUDVHISIULA:ANNSTUR U URFIISUNISHndavid

o DWumuANugdus:uuUAUaMSs Windows ua:/k3a Linux lus:auuadau

o L‘JFmulﬁﬂmﬁugmlﬁ'U)ﬁu[ﬂsvas‘ms:uum%dw (TCP/IP, Routing, Firewall, DNS dad)

e [Us:aumsaivaudiu IT Infrastructure / Cybersecurity / SOC / Incident Response Kk3aligadan

o awnsasiuta:ANUIET Log 1Wavdu 1wu Windows Event Log, Firewall Log, Web/Proxy/DNS Log 16

@ Swoudisumsilnousu

o Hwugidhsumsausy 30 Au/su
e dUTUMISIDKUA 6 SU
o SoufsIUADKLAG 180 AU

& 1ASaviia Quasai sawdudskannislunisilnousu

* s:uuasvAuduiuaMsaNULuAvUasans (SOC Lab / Cyber Range)

e s:UUUSKISYaMIsSIkamMsaitladiAs1k Log (Security Information and Event Management: SIEM)

e s:uuasdVULlazaduduavUarenv (Endpoint Detection and Response: EDR) ta:/k5o NDR / XDR

o (A%aviadlAsKNSWAALASTY 1HU Wireshark, Packet Capture Tools

« ASaviiadiu Digital Forensics Wugnu twu Volatility, Autopsy (k$atiguiin) &ksu Memory / Disk / Network Forensics
e s:uu Threat Intelligence Feed / Dashboards dnsuus:naunisiiasizkAgAnIy

e s:yuluURAKaua:lngUfua (Hands-on Lab Platform)

e S:UUAUUAYUAISISYU WU S:uUavN:LTgU S:UUUS:LTUNA lla:S:uudaLAU Log (agw

& Aravn:iguna:ansus:lovd

Junssulasvmsa:lasumsausy lagliidamidinslumsavn:iiou lagAiddrgdvadnldsumsaduauumeldviasmisasivynarasnny:go
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e 9IKISNAIVIU

o 21K15310 2 o

 aAaISUS:ADUMSAABUSL

e s:uu Lab aauladdksuila

o dnsasuwasyuanna IT Specialist Cybersecurity

e ansadoudou 1 ASH

kangasnialduiasmsasivunarnsiauv:godiksuaaaiknssuanlky AIWSIVITDS:K31v BOI Ua:zAs:nsIv 2.




kangasanuluavlasangiiosu Blue Team dugv

[ ] - +
arlt BOI 5 | E 4 \ Advanced Defensive Security Blue Team

@ s19as3uakanaas

Day 1: SOC Foundation & Threat Landscape

untiAgdAu Security Operation Center (SOC): unuin KA [nsvadviu (Tier 1-3, Incident Responder, Threat Hunter, DFIR)
§Uuuumsﬁoc7\) SOC: In-house SOC, MSSP, Hybrid SOC

wusliuAasaamulsiuas (Threat Landscape) wu Malware, Ransomware, Insider Threats, APT

asauludAa Cyber Kill Chain ua: MITRE ATT&CK Framework Wwiald3insa:K Tactics, Techniques & Procedures (TTPs)
uusthwugnu Incident Response Lifecycle ua:anuigaulevaumsimuygay SOC

Day 2: Incident Response Lifecycle & Log Analysis

AsauwlaszIuMssubatkansai NIST SP 800-61, ISO/IEC 27035, SANS PICERL

Jucau Preparation, Detection & Analysis, Containment, Eradication, Recovery, Post-Incident Activity
uha'\)r‘imua\)msmsaaﬁumqmsm’ (Sources of Detection): EDR, SIEM, SOAR, Network Sensors, Firewall, IDS/IPS Logs
ms3tas1K Log Wuznu: Windows Event Logs, Linux Audit Logs, Firewall/Proxy/DNS Logs

msAansavikamsai (Triage) msdadraundnudAay (Severity Classification & Prioritization)

Workshop: 3tasiAtkamsaioin Log a5v / Av#aev 1u Suspicious Login, Malware Activity, Brute Force Scenario

Day 3: SOC Operations & SIEM Use Cases

mwsouandasassy SOC ua:tnaluladrdn: SIEM, SOAR, EDR, NDR/XDR, Case Management
msaanuuuLa:{gnu Use Case/Detection Rule uu SIEM

msidgu Query (15U KQL / SPL K3atiguLnn) uﬁaﬁummqmsﬂﬂodnﬁ

msvams Alert: Alert Triage Workflow, False Positive Handling, Escalation Process

Workshop:

o 311K Alert 25va1a SOC (Lab)

o a$w Dashboard ua: Detection Rule Wugu

o aaauuu Playbook d&Kksuase Phishing, Malware Infection, Unauthorized Access, Ransomware

Day 4: Threat Hunting & Digital Forensics Essentials

uudAa Threat Hunting: Proactive Security, Hypothesis-driven Hunting, a1std MITRE ATT&CK luaiseaalluu Hunt
n1sﬁvauuﬁg1uuﬁaﬁum Lateral Movement, Persistence, Privilege Escalation

Workshop: Threat Hunt uuanmwusadau Lab - 31as1:K Log ta:wadnssutofukt IOC/IOA

\ﬁugm Digital Forensics: Memory Forensics, Disk Forensics, Network Forensics

1naviia Forensics 1Wavdu 1u Volatility, Autopsy, Wireshark ua:mstgviutu Incident Response

Workshop: 31as1:k PCAP File, ugaug:=wgdassuiauad, dv IOCs TUlslu SIEM/Detection Rules

Day 5: Containment, Eradication, Recovery & Reporting

nagnsmsAdUANLKaMSsal (Containment Strategies): Short-term vs Long-term Containment, Isolation Techniques, UavAu Lateral
Movement

msAwanganmu (Eradication): Malware Removal Techniques, Cleaning System, Removing Persistence Mechanism, Patch &
Configuration Update

n1sWuvys:uu (Recovery): System Rebuild, Validating System Integrity, Service Restoration

msdamiaaaisiazs1gviu (Documentation & Reporting):

o Technical Incident Report

o Executive Summary

o Evidence Handling & Chain of Custody

fanssu Lessons Learned & Continuous Improvement: Root Cause Analysis, UsuUsv Detection Rules, SIEM Correlation, as
KPI/Metrics d&ksudaus:ansaiw Incident Response

Final Exercise: haavikanisailluuasuvas (End-to-end IR/SOC Scenario) udslkgldtausuitnsiK ualy uazvamsigmuasuiaususkis
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& LtnaurinIsdanalaziaaurninisaissnisanuvl

1) msnadausauua:kavaisilnausu (Pre-Test / Post-Test) wia3amswauiAn us
2) misus:tiuwanamsiuuuilakaldodfud (Hands-on Lab / Workshop / Scenario Exercise)
3) msUs:tiduwaviu Mini Project kSa Final Exercise aiu Incident Response / SOC Operation
4) \naurimsWiuduUsy:

o [dn:lluusou (nquf + UfUa) liteanin 70%

o hsumsilnausulitiosnnsasa: 80 yav1DADUSURVKLQ

e dowaviu/uuuilakansudoumuRfikuQ

o L N 2 - . =

& aDn@lU'lSUﬂ'ISG)USU‘i):IQSUlWUlﬂU

o Us:maliguaosmswiunisilnausukdngasanuluavlaaansidosu Blue Team dugo

o dnsasuunasyiuanadiu Cybersecurity (cwhlasvasiikua) wsouansaoudou 1 ASH

e pnasUsznauAISHADUSU ﬁ\)Iu§Uuuutaiuua:IWa’dﬁﬁa soudivaaEw Playbook, Use Case, Detection Rules tia: Template s1gv1u
o dnsiinsounauinsatnguiuavu Blue Team / SOC (Community) watanwagudayaddaisua: Threat Intelligence lus:e:e1)

msuskislasvais

usen aslai MAa thaus:auvulasvas
1023 1mstSulaaasnu du 8 n.ws:s1aw ugMAns) uzs1sug
LLUILYALUUNS LWOEIUUIIN ASOINWIKIUAS Insfwn: 087-444-5526
Ins 02 6103099 | www.arit.co.th dwa: sastran@ar.co.th
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